The FTA will explore other options to improve transit security. Specific actions will include accessing transit vulnerabilities, examining current transit systems' terrorism prevention programs, identifying technologies, developing procedures, and providing appropriate recommendations to enhance transit security. Of particular importance will be a risk assessment of the range of transportation services at airports served by rapid transit lines. The FTA will also develop a computer model for application in field operations that simulates the transit environment, including medical triage, contingency transit, emergency evacuation routes, and vulnerable locations points, which will aid security personnel in responding to catastrophic transit events.
Selected activities under this program include:
Development of an advanced multi-sensor system that incorporates full data fusion: The goal of this program will be to tie together ten or fewer Urban Chemical Release Detector (UCRD) multi-sensor detector instruments that will be installed in a variety of locations within a subway station. The use of this system will result in a significant reduction in the false alarm rate without a concurrent degradation of high probability of detection. The proposed fully integrated system will use a flexible modular architecture so that other instruments and detector types can be included, such as meteorological, fire, smoke, and biological agents. The design focus will be on ease of system deployment in any location without introducing interference with the existing system infrastructure.
Detailed validation of the Subway Environmental Simulation Chemical and Biological (SESCB) numerical modeling code: A fully validated code can be used to confidently predict the possibility of identifying and quantifying the threat created from the release of a variety of chemical and biological agents. Sensor instruments as described above can be used to validate the code predictions in a subway station during simulated chemical and biological releases. This effort will also employ the SESCB model to access and define consequence assessment and crisis management tools.
Security Survey -Public Perception: Collection and analysis of data on safety and security concerns provides FTA with a basis for identifying key issues. The security survey will: (1) determine concerns of citizens regarding public transit in and around their neighborhoods and (2) assess and evaluate these concerns in conjunction with and relation to transit designs for livable communities. This information will be invaluable for more effectively meeting transportation needs of diverse communities throughout the nation.
2 Safety/No Tolerance Conference: At transit agencies where the "no tolerance" policy has been in effect, the record indicates that crime is considerably lower than on those systems where minor infractions are tolerated. This conference would explore enforcement of a "no tolerance" policy to discourage minor infractions in public transit which impact the level of criminal activity in transit as well as the public perception of the security of the transit system. The comfort level of transit riders is increased with the awareness that a "no tolerance" policy for minor infractions is imposed and seriously enforced.
The FTA also funds a number of transit safety and security training programs through the Transportation Safety Institute. The listing of courses and seminars in transit security and safety can be accessed online at www.tsi.dot.gov, or by contacting Jim Lopez, manager of TSI's Transit Safety and Security Division, at telephone (405) 954-3682. (Courses are detailed in the training resource section of this guide.)
American Public Transportation Association (APTA)
APTA has a number of safety and security resources to assist transit systems' efforts to enhance safety and security. (See website at http://apta.com/). Agencies that have not developed system safety program plans or security plans can obtain information on APTA's system safety programs for bus, rail, and commuter rail operations through APTA's Safety and Security Section at telephone (202) 496-4879, or by e-mail to ghull@apta.com.
APTA also has a transit security committee called the Committee on Public Safety that provides a forum for information sharing and interagency support. Persons interested in participating in the committee can contact APTA's Safety and Security Section at telephone (202) 496-4879.
To be responsive to Congress and the Administration, APTA staff has started preliminary work to identify areas of need for funding support in public transportation safety and security. Initial discussions to identify capital items, operations items, and research and development needs in transit safety and security are underway.
APTA also produces the Passenger Transport, a weekly newspaper of the public transportation industry. The paper's resources on terrorism and public transportation include:
Passenger Transport, Volume 59, No 37, September 17, 2001 . This edition contains an article on public transit's reactions to terrorist attacks and contains a list of resources regarding the effect of terrorist attacks on public transportation systems. http: //www.apta.com/news/pt/0917-response.htm Passenger Transport, Volume 59, No 38, September 24, 2001 . This edition contains articles on federal emergency funding in response to terrorist attacks, public transit's response in the aftermath of the terrorist attacks, and transit security programs and resources.
Passenger Transport, Volume 59, No. 41, October 15, 2001 . This edition contains an article on the U.S. Senate Banking, Housing, and Urban Affairs Committee pledge to support enhanced transit safety and security.
American Public Transportation Association Information Center Briefing, September 2001: Terrorism and Public
Transportation. This special briefing was compiled in response to the heinous terrorist attacks on New York City and Washington D.C. on September 11, 2001. The briefing identifies documents available on the Internet that may be of use to public transportation systems preparing to defend against further acts of terrorism. http: //www.apta.com/info/briefings/briefing_4_special.html The APTA Information Center has compiled 13 complete Emergency Preparedness Plans from small and large transit agencies onto a CD-ROM. Copies are available free to APTA members, and for sale for $25 to nonmembers. Persons can order a copy of the CD-ROM by sending e-mail to info@apta.com, including their postal address in the e-mail message.
APTA has established a safety and security "list-serv" for members on its web site www.apta.com to share information or discuss concerns on how the terrorist attacks have affected their transit systems or business. The following actions are to be taken immediately, or upon legislative approval of funding if necessary:
Law Enforcement Initiatives (Florida Department of Law Enforcement):
Creates seven Regional Domestic Security Task Forces, under the auspices of FDLE, to coordinate responses to terrorist incidents, ensure proper training for state and local personnel, and collect and disseminate terrorist intelligence; Begins the process of training local law enforcement, fire, emergency and other "first responders;" Calls on FDLE to make recommendations on funding, prioritizing and distributing equipment for emergency personnel to safely perform anti-terrorism duties; Creates a statewide anti-terrorism database for use by all Florida law enforcement agencies; and Reiterates the importance of aggressively combating hate crimes against ethnic groups in coordination with Florida's Attorney General and local law enforcement. Chemical and Biological Attack Initiatives (Department of Health (DOH)): Directs DOH to take steps to ensure quick dissemination of medical information about chemical and biological attacks; Directs stockpiling of necessary pharmaceutical treatments for potential attacks; Creates a fully-staffed statewide epidemic intelligence service; and Directs the implementation of a training program for health officials across the state.
Driver's License Initiatives (Department of Highway Safety and Motor Vehicles (DHSMV):
Provides for electronic sharing of driver's license information with FDLE and other criminal justice agencies; Allows issuing 30-day temporary permits when time is needed by the DHSMV to verify an applicant's identity; Limits the duration of driver's license to the duration of INS documents; and Directs DHSMV to retain electronic copies of any foreign document used to establish identity.
Specialized Anti-Terrorism Personnel:
Allows the Commissioner of FDLE to serve as, or name a, Chief of Florida Domestic Security Initiatives, and directs FDLE to report to the Governor and legislative leadership by November 1, 2001, on additional efforts needed to combat terrorism; and Creates an 11-person Florida Domestic Security Advisory Panel to provide and evaluate recommendations for combating terrorism.
Department of Community Affairs (DCA) -Division of Emergency Management (DEM)
See the bureau web site at http://www.floridadisaster.org/.
The Division of Emergency Management, within the Department of Community Affairs, ensures that Florida is ready to handle any emergencies, recover quickly from them, and mitigate against their adverse impact. The DEM administers the State's Comprehensive Emergency Management Plan (CEMP), which establishes the framework to ensure that the State of Florida will be adequately prepared to deal with the variety of hazards that threaten our communities, businesses and environment.
The Division contains the following bureaus:
Compliance Planning & Support The Bureau of Compliance Planning and Support reviews site plans to enhance first-response efforts at facilities storing hazardous materials, and assists facilities with reporting requirements and compliance verification. Staff also conduct on-site audits of county CEMPs and provide technical assistance for plan development. The bureau also administers the Emergency Management Preparedness and Assistance Trust Fund, county base grants, and incoming federal, state, or private funding through the Finance and Logistics Management Section. This section also works directly with the Bureau of Preparedness and Response to assist with the logistics of disaster response and recovery operations and with all branches of state government to ensure resources are managed efficiently.
Policy & Planning
The Office of Policy and Planning section is primarily responsible for formulating policy for the Division involving all emergency management issues. They are also responsible for developing the division's areas of the Agency Strategic Plan, the Five-Year Strategic Plan, and the State Land Plan. The office develops Executive Orders to engage state resources in disasters, prepares Presidential Disaster Declarations or Emergency Requests, Small Business Administration disaster declaration requests, and others. This office coordinates administration of the U.S. Department of Justice's mass immigration plan.
Preparedness & Response
The Bureau of Preparedness & Response is responsible for developing and maintaining the State's ability to effectively respond to a wide variety of threats. The Bureau has two Sections: Preparedness and Response, and two independent support units: the Technical Support Unit, and the Administrative Support Unit.
Recovery & Mitigation
The Bureau of Recovery and Mitigation works to reduce or eliminate long-term risk to human life and property from disasters. Assistance for recovery from disasters is provided through the federal infrastructure assistance, human services assistance, and the Hazard Mitigation Grant Program. These programs help to rebuild lives and communities that have been impacted by a major disaster, and to reduce the impact of future disasters through mitigation.
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The following DEM resources specifically address terrorism.
Comprehensive Emergency Management Plan Annex B -Terrorism Response Plan.
This document is one of several hazard specific annexes to the State of Florida Comprehensive Emergency Management Plan. It defines the State's program to prepare for and respond to such a terrorist or cyber terrorist event. Annex B (the Terrorist Incident Response Plan) establishes the policies, programs, and procedures that will be utilized by State agencies and organizations to prepare for, respond to, and recover from a threatened or actual emergency resulting from a terrorist act. It also defines the roles of local and federal government agencies in the development, implementation, and maintenance of -29, 1999 in Orlando to seek the guidance of numerous "experts," representing a variety of functional disciplines for the development of a draft statewide terrorism strategy. The summit emphasized coordination, integration of capabilities (local, state, and federal), problem identification and resolution, identification of needs, and identification of sources of programs and funding to aid in the development of local and statewide terrorism strategies. The Summit's objectives included:
Identification of current and proposed federal and state terrorism programs and sources of funding. Participant involvement in continuing the development of a draft state terrorism strategy. Incorporation of identified strategy components towards the development of a needs assessment. Identification of members to serve on a State Working Group for Domestic Preparedness.
Resources produced from the Summit's include:
1999 Terrorism Summit Manual. This manual was developed to address the Summit's objectives and includes materials necessary to draft a statewide terrorism strategy. http://www.dca.state.fl.us/fdem/bpr/EMTOOLS/Terrorism/Summit/index.htm
State of Florida 1999 Terrorism Summit After-Action Report.
This After-Action Report (AAR) was produced with the help, advice, and assistance of the State of Florida 1999 Terrorism Summit participants from many local and state agencies and departments. The purpose of publishing this AAR was to document the process that took place for developing the draft statewide terrorism strategy. It serves as a compendium of lessons learned, outlines necessary future actions, and provides the basis for planning future terrorism policies and procedures. http://www.dca.state.fl.us/fdem/bpr/EMTOOLS/Terrorism/Summit/A-AAR.html
RESOURCE DOCUMENTS
The following are resources to assist transit agencies in developing or enhancing security plans and procedures. When available, the full text of these documents can be found at the Internet address provided. PB98-157761 URL:
http://transit-safety.volpe.dot.gov/publications/Security/TransitSecurityHandbook.pdf
The handbook provides both oversight agency and RFGS personnel with an overview of the rail security function, including: the development of a State Security Oversight Program; the establishment of a rail transit police or security department; the development of a system security program plan (Security Plan); the deployment of uniformed and plainclothes police and security personnel; crime prevention through environmental design (CPTED) and situation crime prevention (SCP) techniques for rail facility design and operation; the use and management of security technology; and techniques for crime data collection and analysis. Finally, the handbook contains information that will support the efforts of rail transit agencies to comply with the requirements specified in Part 659.
Title: Transit Security Procedures Guide Author(s):
Balog, John N.; Schwarz, Anne N.; Doyle, Bernard C.
Year:
1996 Administration: Bureau of Transportation Statistics (FTA) Keywords:
Local transit-Security measures Volpe Report #: DOT-VNTSC-FTA-94-08 DOT Number:
FTA-MA-90-7001-94-2
This guide is designed to help transit systems become aware of the procedures used across the country by transit and other programs in their security tasks. The guide includes information on how to apply the systems approach to transit security planning and implementation; proactive materials on the prevention of security incidents; procedures for immediate and follow-up response to security incidents; and specific evaluations of a variety of special security problems including crimes against passengers, crimes against the transit system, crimes against the public (hostages, hijacking, bomb threats), and general security issues. This is a companion to an earlier document entitled "Transit System Security Program Planning Guide" also available from Volpe and FTA.
Title: Transit Security in the 90's Author(s):
Powell, Kathryn C.
1996 Administration: Federal Transit Administration (FTA) Keywords:
Local transit-Security measures Volpe Report #: DOT-VNTSC-FTA-96-11 DOT Number:
FTA-MA-26-9009-97-01 NTIS Number:
PB97-146989
As a result of the Federal Transit Administration's concern for the potential of terrorist attacks on our Nation's transit systems, especially in a year when we are hosting the Olympics, a conference was held in Atlanta, Georgia, on February 27-28, 1996. The purpose of this conference was to assist transit security specialists to recognize, prepare for, and respond to the terrorist threat. This document summarizes the proceedings of the conference.
Title: Transit System Security Program Planning Guide Author(s):
Balog, John N. ; Schwarz, Anne N. ; Doyle, Bernard C.
Year:
1994 Administration: Federal Transit Administration (FTA) Keywords:
Local transit-Security measures Volpe Report #: DOT-VNTSC-FTA-94-01 DOT Number:
FTA-MA-90-7001-94-1 NTIS Number:
PB94-161973
The guide discusses each aspect of a security plan to ensure that when complete, the plan document will demonstrate management's commitment and policy regarding security; introduce the concept of a System Security Program; describe the transit system; establish the management of the plan; detail the security program by assigning responsibilities; explain how threats and vulnerabilities will be identified, assessed, and resolved; describe how the plan itself will be implemented to establish or revise the program; and describe how the security plan will be evaluated and modified. Additional information in the appendixes will make the complete security plan a valuable security reference. The guide includes a transit security bibliography of approximately 200 documents. In order to effectively meet the threat posed by terrorism and other forms of violent crime, it is essential that transportation system operators have a thorough understanding of the security measures employed elsewhere, especially by those transportation entities that have suffered terrorist attacks or that confront high threat levels. Contemporary terrorists have made public transportation a new theater of operations. In order to effectively meet the threat posed by terrorism and other forms of violent crime, it is essential that transportation system operators have a thorough understanding of the security measures employed by other operators, and especially by those entities that suffered terrorist attacks or confront a high level of threat.
From Mineta Transportation
In a previous Institute project, four case studies were completed (New York, Atlanta, Paris, and Amtrak). The results from this research were combined with the results of a Federal Transportation Agency survey of nine public transportation systems in the United States. The results of the previous study were published by IISTPS as Protecting Surface Transportation Systems and Patrons from Terrorist Activities, (IISTPS Report 97-4).
This project will address:
assessing the credibility of threats, the applicability of current policies, evacuation decisions, legal liabilities, the division of responsibility between public authorities and system operators, and employee training requirements.
Terrorism in Surface Transportation -A Symposium. Published March 1996
The topic for this symposium was selected to help satisfy the increased need for awareness of and preparedness for possible terrorism attacks on the surface transportation systems within the United States and the world. A group of experts was assembled to present a summary of their vast experience and concerns in the areas of terrorism to an invited group of delegates drawn from transportation agencies, law enforcement, other government agencies and the private sector. Interactive discussions and panels were also held. Many transit agencies are experiencing an upsurge in both the incidence and intensity of violence in and around its vehicles and stations. The costs −financial and social −-associated with those violent incidents is tremendous. They involve escalating worker's compensation payments and medical expenses; higher levels of assault pay; increased absenteeism and worker anxiety; deterioration of equipment and increased frequency of required repair; decreased ridership, and greater passenger fear for personal safety. A number of issues should be addressed when developing a program to combat an increase in violence, including coordination of efforts with local law enforcement, schools, and community groups. There is also a need for considering engineering and design changes to provide greater structural safety to vehicle operators, station agents, and patrons. This synthesis describes good practices in conflict avoidance. The threat of terrorism in various forms has been directed in increasing frequency toward bus and rail public transit organizations. Some transit agencies have extensive emergency procedures available for handling fires, accidents, power outages, and so forth; however, there are aspects of potential terrorist acts with which transit systems, and the municipalities and communities in which transit agencies operate, may be ill prepared to deal. Of particular concern is the ability, or lack thereof, of municipalities, transit agencies or other governmental agencies engaged in emergency response or crisis management to detect, classify, and properly react to a range of threats, including chemical, biological, and explosive devices. Key issues such as the following are covered: Internal organization emergency responsibilities; detection, classification, and response procedures; crime prevention through environmental design (CPTED); coordination with first responders to include memoranda of understanding; training for employees and other emergency and responding agencies; interagency training and drills; coordination with other responders, such as state and federal agencies; command and control systems, including communications; and identification of funding sources for technology, training, and research. Articles from this issue include:
Source

Transportation Security: Agenda for the 21st Century
Stephen E. Flynn Criminals plan to exploit and terrorists plot to disrupt the U.S. transportation system. Because both activities are escalating, transportation security must become a national priority, according to this author. The solution requires global initiatives that complement concerns about cost and competitiveness.
Information Systems Security: The Federal Aviation Administration's Layered Approach
Daniel J. Mehan FAA is establishing a security system reinforced at every level, ensuring the safety of U.S. airspace and airports and protecting one of the world's largest and most complex information-centric critical infrastructures.
Cargo Security: High-Tech Protection, High-Tech Threats Ed Badolato
Computer-savvy criminals, backed by syndicates and assisted by corporation insiders, are manipulating the new shipping technology for illicit gains. Security professionals must maintain the expertise to anticipate and prevent sophisticated theft at every link in the worldwide supply chain.
U.S. Military Preparedness: Jammed in the Traffic? Bob Honea
The economic boom has the U.S. transportation system operating near capacity. Can commercial activities afford to make room for military transportation in a national emergency? A panel of military and civilian experts presented insights at two TRB conferences.
Web site: http://www.potomacinstitute.org/press/transitpolicing.htm Technology and Transit Terrorism: Trends and Possibilities. Robert J. Bunker, 1997.
Transit terrorism has gained heightened attention from the transit police service due to the increased frequency of both threats and actual incidents, which are also growing in severity. This article looks at how terrorism is changing, the specific transit facility/system target sets that can be attacked, and the current technology employed in transit terrorism. Based on this analysis, projections concerning trends and possibilities of technology employment in transit terrorism are made. Transit Policing Vol.7, No. 1 (Spring 1997) . Pages 14-23. Location: This article can be found at the Transportation Library in the Northwestern University Library.
Source:
Chemical Terrorism Response in Public Facilities. Susanna P. Gordon, 2000.
The trends of terrorism towards large-scale, high-visibility, high-casualty assaults and towards attacks on public transportation facilities support the rising concern about chemical attacks on public facilities. The incidence of the Tokyo subway being attacked by Aum Shinrikyo in 1995 that resulted in the death of 12 people, caused 5500 casualties, and impacted 15 subway stations is discussed in this article. This article also informs how a wellprepared facility emergency response system can significantly reduce the impacts of a chemical attack and may discourage such attacks from taking place. The safety of operators and passengers is a primary concern of transit systems and has become an increasingly important issue to transit bus operators themselves. A number of transit agencies use different techniques to minimize the possibilities of assaults against bus operators and passengers such as uniformed or plainclothes police officers or security guards, digital cameras, and/or bus operator enclosures. This research surveyed transit agencies that have used these techniques to determine their level of success, cost effectiveness, and acceptance by both bus operators and passengers. The study also identifies other techniques used to ensure the safety of bus operators such as passenger relations training to avoid conflict. The effect of "full wrap advertising" on passenger safety is also explored. The findings are presented in synthesis form. The surface transportation system is vital to our nation's economy, defense, and quality of life. Because threats against the system have hitherto been perceived as minor, little attention has been paid to its security. But the world is changing, as highlighted by dramatic incidents such as the terrorist chemical attack on the Tokyo subway in 1995.
Research and development can contribute to that response in important ways.
The first step is to develop a better understanding of the problem. The U.S. Department of Transportation (USDOT) has already begun this effort by assessing the surface transportation system's vulnerability to hostile attacks. Further work is needed in some areas, particularly regarding chemical, biological, and cyber attacks, and especially the strategic vulnerability of the surface transportation system as a whole that may result from internal and external interdependencies.
USDOT's first priority in setting up a research and development program for the security of surface transportation should be to define and put in place a clear and comprehensive strategy. That strategy should be founded on a systematic process of five steps: clear definition of the problem and objectives, identification of a wide variety of possible solutions, rigorous evaluation of those alternatives, careful decision making, and effective implementation.
First, a dual-use approach, in which security objectives are furthered at the same time as other transportation goals, can encourage the implementation of security technologies and processes. Second, modeling could be used to develop a better understanding of the scope of the security problem. Third, USDOT can play an important role in developing and disseminating information about best practices that use existing technologies and processes, including low-technology alternatives. Finally, security should be considered as part of a broader picture, not a wholly new and different problem but one that is similar and closely connected to the transportation community's previous experience in responding to accidents, natural disasters, and hazardous materials. 
Selected courses:
Transit System Security. Participants will receive the knowledge and tools to develop a system security program plan and implement the program. They will learn to use resources to reduce crime and improve passenger and employee security. This course provides participants with a uniform format for developing and implementing security policies and procedures through a system security program plan with crime prevention as the major component. Included are basic security terms, the five steps in threat and vulnerability identification, and the resolution process. The course addresses security in system planning, design and construction; agency policies and procedures; managing special security issues; and various types of transit security staffing. In the event of a critical incident, the system security program plan provides for mobilization of transit and other public safety resources to assure a rapid, controlled, and predictable response and resolution. Objectives: System security program plan and state safety oversight; Developing a system security program plan; Security responsibility, policies and procedures, proactive security activities; Threat and vulnerability analysis, pre-incident indicators; Security by design, crime prevention through environmental design; Proactive procurement; Establishment of a security force; Bomb threat incidents and terrorist acts; Chemical, biological, and nuclear threat awareness; Vandalism, gang activity, fare evasion, and workplace violence; Managing the media; Crime prevention and problem oriented policing; Common security audit deficiencies; Group exercises, site review, quizzes and exam; Group exercise: security assessment.
Transit Explosives Incident Management Seminar. This seminar demonstrates how to prepare for and initially respond to acts of terrorism, implement a plan and procedures to respond to an explosive incident, and manage an incident and the media. Participants are trained in general security awareness in the transit environment, how to identify flaws in facility or vehicle design, and how to discourage criminal activity. Two seminars are usually conducted at the host site; PM on the first day and AM on the next day to encourage agency participation. Objectives. Identification of vulnerability, potential threats to transit systems, terrorist tactics; Identification of explosive components; How to search for explosives and secondary devices; Development and review of explosives incident plans and evacuation procedures; Media relations; Presentations from local police department bomb technicians
Response to Weapons of Mass Destruction.
This course provides information on historical chemical/biological/nuclear terrorist incidents, current events, the nature of chemical/biological/radiological agents, and how to respond to such events in a transit environment. Internal and external resources, transit's role in responding to community incidents, and the roles and crossjurisdictional responsibilities of emergency responders are identified.
Objectives.
Introduction to transit terrorism; Characteristics of response to terrorist incidents; Characteristics of chemical, biological, radiological agents; First responder considerations; Elements of response to a CBN incident: detection, responder protection, scene control, and notification; Planning for a CBN incident response; Managing the incident; Roundtable discussion; Tabletop simulation exercise based on host property's environment and concerns.
Threat Management and Emergency Response to Rail (Train) Hijackings
Seminar. Participants will be taught how best to respond to acts of terrorism, including workplace violence, and how to develop and implement a plan and procedure to respond to hijackings. They will learn how to gain access to the rail vehicle and resolve the incident with minimal public endangerment. Two seminars are usually conducted at the host site due to participation of emergency responders. Objectives. Introduction to terrorism, tactics; Bombs, chemical/biological/radiological incident history, and emergency management planning; Identification of flaws in facility design and operation; Developing an emergency response plan; Rail car accessibility (stopped, in motion); Planning a systematic response; Managing the media; Field exercise: preliminary safety briefing, simulation. 
NTI
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The National Transit Institute at Rutgers in New Jersey has awarded Tri-Met a contract to develop a comprehensive training program on how to prevent, respond to, manage, and recover from workplace violence incidents in the transit industry. Tri-Met will develop a resource guide on how to implement an effective workplace violence prevention program, as well as classroom training for front line employees, supervisors, and managers, and produce videos and a CD-ROM. Contact Adrian B. Moy at telephone (503) 631-8341 or e-mail at adrianbmoy@home.com.
